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Overview 

This Remote Patient Monitoring (RPM) system is designed to enable remote monitoring of patients 
by healthcare providers, allowing healthcare providers to better track and manage patient health data, 
communicate with patients, and coordinate care more efficiently. Starting from the Database model, I 
created the complete working Web application. 

 

SOFTWARE REQUIREMENTS SPECIFICATIONS  

The web application will support three primary user roles: Patients, Doctors, and Administrators. It 
will allow patients to input or transmit their health data via connected devices, and allow doctors to 
monitor this data, receive alerts, and manage patient treatment remotely. The following features will be 
implemented: 

1. Role-based Access Control 
2. Create, Read, Update and Delete of Patient, Nurse, Employee and Doctor as Users, and then 

assigned roles. 
3. Taking readings for each patient. 
4. Assigning patients to doctors and nurses watching alerts generated by patients 

 

FUNCTIONAL REQUIREMENTS  

Patient: 
1. Each Patient is treated by one or more doctors. 
2. Each Patient must be covered by an Insurance Company. 
3. Each Patient uses one or more devices which monitor the Patient's vitals daily. 
4. Each Patient is associated with a single health facility. 

 
Medical Care: 

1. A doctor can treat multiple patients. 
2. A doctor can prescribe multiple medications to a patient. 
3. A Doctor works at one health facility. 
 

Device Management: 
1. A device is used to monitor one Patient at a time. 
2. A device can generate multiple alerts to the healthcare facility. 
3. Multiple devices are managed by one Healthcare facility. 
 

Alert System: 
1. Alerts are generated by one device. 
2. Alerts are managed by a healthcare facility. 
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Data Flow: 
1. Multiple Devices can send data to one Insurance Company. 
2. A healthcare facility holds multiple doctors and patients. 

 
Invoice Generation: 

An invoice is generated by one healthcare facility for a Patient, which is processed by their 
Insurance Company. 

 
ENTITY RELATION (Er) model 
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Relational Model 
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Normalized Model 
1NF: 
 

Disease is a multi-valued attribute in Patient Relation 

 
 
 

Specialization is a multi-valued attribute in Doctor Relation  

 
 
 
2NF: 
 There are no partial dependencies. All Relations are already in 2NF. 
 
 
3NF: 
 Device_Model & Device_Type can be determined by Device_ID and Device_Name. 
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DATABASE SCHEMA 
Creating Tables: 
 
-- Drop tables in order of dependencies to avoid FK errors 
 
DROP TABLE IF EXISTS dbo.Alert; 
DROP TABLE IF EXISTS dbo.Device; 
DROP TABLE IF EXISTS dbo.Invoice; 
DROP TABLE IF EXISTS dbo.Medication_Stock; 
DROP TABLE IF EXISTS dbo.Prescription; 
DROP TABLE IF EXISTS dbo.Treatment; 
DROP TABLE IF EXISTS dbo.Doctor; 
DROP TABLE IF EXISTS dbo.Patient; 
DROP TABLE IF EXISTS dbo.Specialization; 
DROP TABLE IF EXISTS dbo.BaseUser; 
DROP TABLE IF EXISTS dbo.Medication; 
DROP TABLE IF EXISTS dbo.Healthcare_Facility; 
DROP TABLE IF EXISTS dbo.Insurance_Company; 
DROP TABLE IF EXISTS dbo.Disease; 
 
-- Insurance_Company Table 
CREATE TABLE Insurance_Company ( 
    Company_ID       INT IDENTITY(1,1) PRIMARY KEY, 
    Company_Name     VARCHAR(100) NOT NULL, 
    Insurance_Plan   VARCHAR(100) NOT NULL 
); 
 
-- Healthcare_Facility Table 
CREATE TABLE Healthcare_Facility ( 
    Facility_ID      INT IDENTITY(1,1) PRIMARY KEY, 
    Facility_Name    VARCHAR(100) NOT NULL, 
    City             VARCHAR(50), 
    State            VARCHAR(50), 
    Phone            VARCHAR(20) 
); 
 
-- Disease Table 
CREATE TABLE Disease ( 
    Disease_ID      INT IDENTITY(1,1) PRIMARY KEY, 
    Disease_Name    VARCHAR(100) NOT NULL 
); 
 

-- User Table (Base Table) 
CREATE TABLE BaseUser ( 
    User_ID        INT IDENTITY(1,1) PRIMARY KEY, 
    Name            VARCHAR(100) NOT NULL, 
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    Username        VARCHAR(255) UNIQUE NOT NULL, 
    Email          VARCHAR(100) UNIQUE NOT NULL, 
    Password      VARCHAR(255) NOT NULL, 
    Role           VARCHAR(50) NOT NULL  -- 'Doctor' or 'Patient' 
); 
 
-- Specialization Table 
CREATE TABLE Specialization ( 
    Specialization_ID   INT IDENTITY(1,1) PRIMARY KEY, 
    Specialization_Name VARCHAR(100) NOT NULL 
); 
-- Doctor Table 
CREATE TABLE Doctor ( 
    Doctor_ID           INT PRIMARY KEY, 
    Licence_Number      VARCHAR(50) UNIQUE, 
    Specialization_ID   INT, 
    Facility_ID         INT, -- Optional if needed 
    FOREIGN KEY (Doctor_ID) REFERENCES BaseUser (User_ID), 
    FOREIGN KEY (Specialization_ID) REFERENCES Specialization (Specialization_ID), 
    FOREIGN KEY (Facility_ID) REFERENCES Healthcare_Facility(Facility_ID) 
); 
 
-- Patient Table 
CREATE TABLE Patient ( 
    Patient_ID      INT PRIMARY KEY, 
    Date_Joined     DATE, 
    City            VARCHAR(50), 
    State           VARCHAR(50), 
    Disease_ID      INT, 
    Facility_ID     INT, 
    Company_ID      INT, 
    FOREIGN KEY (Patient_ID) REFERENCES BaseUser (User_ID), 
    FOREIGN KEY (Disease_ID) REFERENCES Disease(Disease_ID), 
    FOREIGN KEY (Facility_ID) REFERENCES Healthcare_Facility(Facility_ID), 
    FOREIGN KEY (Company_ID) REFERENCES Insurance_Company(Company_ID) 
); 
 

-- Treatment Table 
CREATE TABLE Treatment ( 
    Doctor_ID             INT, 
    Patient_ID            INT, 
    Treatment_Start_Date  DATE, 
    PRIMARY KEY (Doctor_ID, Patient_ID), 
    FOREIGN KEY (Doctor_ID) REFERENCES Doctor(Doctor_ID), 
    FOREIGN KEY (Patient_ID) REFERENCES Patient(Patient_ID) 
); 
 
-- Medication Table 
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CREATE TABLE Medication ( 
    Medication_ID     INT IDENTITY(1,1) PRIMARY KEY, 
    Medication_Name   VARCHAR(100) NOT NULL, 
    Expiry_Date       DATE, 
    Quantity          INT, 
    Price             DECIMAL(10, 2) 
); 
 
-- Prescription Table 
CREATE TABLE Prescription ( 
    Medication_ID         INT, 
    Doctor_ID             INT, 
    Patient_ID            INT, 
    Prescription_Date     DATE, 
    Quantity              INT, 
    PRIMARY KEY (Medication_ID, Doctor_ID, Patient_ID), 
    FOREIGN KEY (Medication_ID) REFERENCES Medication(Medication_ID), 
    FOREIGN KEY (Doctor_ID) REFERENCES Doctor(Doctor_ID), 
    FOREIGN KEY (Patient_ID) REFERENCES Patient(Patient_ID) 
 
); 
 
-- Medication_Stock Table 
CREATE TABLE Medication_Stock ( 
    Facility_ID     INT, 
    Medication_ID   INT, 
    Stock_Date      DATE, 
    Quantity        INT CHECK (Quantity >= 0), 
    PRIMARY KEY (Facility_ID, Medication_ID), 
    FOREIGN KEY (Facility_ID) REFERENCES Healthcare_Facility(Facility_ID), 
    FOREIGN KEY (Medication_ID) REFERENCES Medication(Medication_ID) 
); 
 
-- Invoice Table 
CREATE TABLE Invoice ( 
    Invoice_ID       INT IDENTITY(1,1) PRIMARY KEY, 
    Invoice_Amount   DECIMAL(10, 2) NOT NULL, 
    Discount         DECIMAL(5, 2) NOT NULL, 
    Due_Date         DATE, 
    Facility_ID      INT, 
    Company_ID       INT, 
    FOREIGN KEY (Facility_ID) REFERENCES Healthcare_Facility(Facility_ID), 
    FOREIGN KEY (Company_ID) REFERENCES Insurance_Company(Company_ID), 
    CONSTRAINT CHK_Invoice_Amount_Greater_Than_Discount CHECK (Invoice_Amount > Discount) 
); 
 

-- Device Table 
CREATE TABLE Device ( 
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    Device_ID        INT IDENTITY(1,1) PRIMARY KEY, 
    Device_Name      VARCHAR(100), 
    Device_Model     VARCHAR(50), 
    Device_Type      VARCHAR(50), 
    Patient_ID       INT, 
    FOREIGN KEY (Patient_ID) REFERENCES Patient(Patient_ID), 
); 
 
-- Alert Table 
CREATE TABLE Alert ( 
    Alert_ID         INT IDENTITY(1,1) PRIMARY KEY, 
    Name             VARCHAR(100), 
    Status           VARCHAR(50), 
    Type             VARCHAR(50), 
    Message          VARCHAR(255), 
    Device_ID        INT, 
    Facility_ID      INT, 
    FOREIGN KEY (Device_ID) REFERENCES Device(Device_ID), 
    FOREIGN KEY (Facility_ID) REFERENCES Healthcare_Facility(Facility_ID) 
); 
 

 

PROJECT STRUCTURE 
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<%--Admin/Admin.master--%> 
 
<%@ Master Language="VB" AutoEventWireup="false" CodeFile="Admin.master.vb" Inherits="MasterPage" 
%> 
 
<!DOCTYPE html> 
 
<html> 
<head runat="server"> 
    <asp:ContentPlaceHolder ID="head" runat="server" /> 
    <link rel="stylesheet" href="../Styles/site.css" /> 
</head> 
<body> 
    <form id="form1" runat="server"> 
        <div> 
            <ul class="navbar"> 
                <li> 
                    <a href="View_Patients.aspx">Patients</a> 
                </li> 
                <li> 
                    <a href="Default.aspx">Admins</a> 
                </li> 
                <li> 
                    <a href="View_Doctors.aspx">Doctors</a> 
                </li> 
                <li> 
                    <asp:LinkButton runat="server" OnClick="logout">Logout</asp:LinkButton> 
                </li> 
            </ul> 
            <asp:ContentPlaceHolder ID="ContentPlaceHolder1" runat="server"> 
            </asp:ContentPlaceHolder> 
        </div> 
    </form> 
</body> 
</html> 

 
 
 
 
'Admin/Admin.master.vb 
Partial Class MasterPage 
    Inherits System.Web.UI.MasterPage 
 
    Protected Sub logout() 
        Session.Remove("User_ID") 
        Response.Redirect("../Default.aspx") 
    End Sub 
End Class 
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<%--Admin/Admin_Form.aspx--%> 
 
    <%@ Page Language="VB" MasterPageFile="Admin.master" AutoEventWireup="false" 
CodeFile="Admin_Form.aspx.vb" 
        Inherits="AdminForm" %> 
 
        <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
            <title>Admin Form</title> 
        </asp:Content> 
 
 
        <asp:Content ID="Content1" ContentPlaceHolderID="ContentPlaceHolder1" runat="Server"> 
            <div> 
                <h2>Create Admin</h2> 
                <table class="data-table"> 
                    <tr> 
                        <td>Name:</td> 
                        <td> 
                            <asp:TextBox ID="txtName" runat="server" /> 
                            <asp:RequiredFieldValidator ID="rfvAdminName" runat="server" 
ControlToValidate="txtName" 
                                ErrorMessage="Name required" /> 
                        </td> 
                    </tr> 
                    <tr> 
                        <td>Username:</td> 
                        <td> 
                            <asp:TextBox ID="txtUsername" runat="server" /> 
                            <asp:RequiredFieldValidator ID="rfvAdminUser" runat="server" 
ControlToValidate="txtUsername" 
                                ErrorMessage="Username required" /> 
                        </td> 
                    </tr> 
                    <tr> 
                        <td>Email:</td> 
                        <td> 
                            <asp:TextBox ID="txtEmail" runat="server" /> 
                            <asp:RequiredFieldValidator ID="rfvAdminEmail" runat="server" 
ControlToValidate="txtEmail" 
                                ErrorMessage="Email required" /> 
                            <asp:RegularExpressionValidator ID="revAdminEmail" runat="server" 
                                ControlToValidate="txtEmail" 
                                ValidationExpression="^\w+([-+.']\w+)*@\w+([-.]\w+)*\.\w+([-
.]\w+)*$" 
                                ErrorMessage="Invalid email" /> 
                        </td> 
                    </tr> 
                    <tr> 
                        <td>Password:</td> 
                        <td> 
                            <asp:TextBox ID="txtPassword" runat="server" TextMode="Password" /> 
                            <asp:RequiredFieldValidator ID="rfvAdminPass" runat="server" 
ControlToValidate="txtPassword" 
                                ErrorMessage="Password required" /> 
                        </td> 
                    </tr> 
                </table> 
                <asp:Button CssClass="aspNetButton" ID="btnSubmit" runat="server" 
OnClick="btnSubmit_Click" /> 
            </div> 
 
        </asp:Content> 
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' Admin/Admin_Form.aspx.vb 
Imports System.Data.SqlClient 
Imports System.Web.UI.WebControls 
 
Partial Class AdminForm 
    Inherits System.Web.UI.Page 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim User_ID As Int32 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidateAdminRole() 
 
        If Not String.IsNullOrEmpty(Request.QueryString("id")) Then 
            User_ID = Convert.ToInt32(Request.QueryString("id")) 
        End If 
 
        If Not IsPostBack Then 
            If Request.QueryString("mode") = "edit" Then 
                btnSubmit.Text = "Update Admin" 
                LoadAdminData() 
            Else 
                btnSubmit.Text = "Create Admin" 
            End If 
 
        End If 
    End Sub 
 
    Private Sub LoadAdminData() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand 
        cmd.Connection = conn 
        cmd.CommandText = " SELECT Name, Username, Email, Password " 
        cmd.CommandText &= " FROM BaseUser " 
        cmd.CommandText &= " WHERE BaseUser.User_ID = '" + User_ID.ToString() + "' " 
        Dim reader As SqlDataReader 
 
        Try 
            conn.Open() 
            reader = cmd.ExecuteReader() 
 
            If reader.HasRows Then 
                reader.Read() 
                txtName.Text = reader("Name") 
                txtUsername.Text = reader("Username") 
                txtEmail.Text = reader("Email") 
                txtPassword.Text = reader("Password") 
            End If 
        Catch ex As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
 
    End Sub 
 
    Protected Sub ValidateAdminRole() 
        If String.IsNullOrEmpty(Session("Role")) OrElse Session("Role").ToString() <> "Admin" 
Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
 
    Protected Sub btnSubmit_Click(ByVal sender As Object, ByVal e As EventArgs) 
        Dim conn As New SqlConnection(constr) 
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        Try 
            conn.Open() 
 
            Dim userId As Integer 
            Dim userCmd As New SqlCommand() 
            userCmd.Connection = conn 
            Dim patientCmd As New SqlCommand() 
            patientCmd.Connection = conn 
            If User_ID > 0 Then 
                userCmd.CommandText = " UPDATE BaseUser SET Name = @Name, Username = @Username, 
Email = @Email, Password = @Password, Role = 'Admin' WHERE User_ID = @User_ID" 
                userCmd.Parameters.AddWithValue("@User_ID", User_ID) 
            Else 
                userCmd.CommandText = " INSERT INTO BaseUser (Name, Username, Email, Password, 
Role) OUTPUT INSERTED.User_ID VALUES (@Name, @Username, @Email, @Password, 'Admin') " 
            End If 
            userCmd.Parameters.AddWithValue("@Name", txtName.Text) 
            userCmd.Parameters.AddWithValue("@Username", txtUsername.Text) 
            userCmd.Parameters.AddWithValue("@Email", txtEmail.Text) 
            userCmd.Parameters.AddWithValue("@Password", txtPassword.Text) 
            If User_ID > 0 Then 
                userId = User_ID 
                userCmd.ExecuteNonQuery() 
            Else 
                userId = Convert.ToInt32(userCmd.ExecuteScalar()) 
            End If 
 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
 
        ' Redirect or show success message 
        Response.Redirect("Default.aspx") 
    End Sub 
 
End Class 
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<%--Admin/Default.apsx--%> 
 
<%@ Page Language="VB" MasterPageFile="Admin.master" AutoEventWireup="false" 
CodeFile="Default.aspx.vb" 
    Inherits="ViewAdmins" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>View Admins</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="ContentPlaceHolder1" runat="Server"> 
        <div class="container"> 
            <asp:Button runat="server" ID="addAdminButton" CssClass="aspNetButton" Text="Add 
Admin" /> 
            <div> 
                <h2>Admins</h2> 
                <asp:Table runat="server" ID="adminTable" CssClass="data-table" /> 
            </div> 
        </div> 
    </asp:Content> 
 
 
 
'Admin/Default.aspx.vb 
Imports System.Data.SqlClient 
 
Partial Class ViewAdmins 
    Inherits System.Web.UI.Page 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
 
    Private Sub Admin_Load(sender As Object, e As EventArgs) Handles Me.Load 
        ValidateAdminRole() 
        If Not IsPostBack Then 
            LoadPatients() 
        End If 
    End Sub 
 
    Private Sub LoadPatients() 
        adminTable.Controls.Clear() 
 
        Dim headerText = New String() {"User ID", "Name", "Username", "Email"} 
 
        Dim adminHeader As New TableHeaderRow() 
        For Each text As String In headerText 
            adminHeader.Cells.Add(New TableHeaderCell() With {.Text = text}) 
        Next 
        adminHeader.Cells.Add(New TableHeaderCell() With {.Text = "Edit"}) 
        adminTable.Controls.Add(adminHeader) 
 
        Dim con As New SqlConnection 
        con.ConnectionString = constr 
        Dim cmd As New SqlCommand 
        cmd.Connection = con 
        cmd.CommandText = " SELECT User_ID, Name, Username, Email " 
        cmd.CommandText &= " FROM BaseUser " 
        cmd.CommandText &= " WHERE BaseUser.Role = 'Admin' " 
 
        Dim reader As SqlDataReader 
        Try 
            con.Open() 
            reader = cmd.ExecuteReader() 
 
            Do While reader.Read() 
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                Dim adminRow As New TableRow() 
                For i = 0 To reader.FieldCount - 1 
                    adminRow.Cells.Add(New TableCell() With {.Text = 
reader(reader.GetName(i)).ToString()}) 
                Next 
 
                'Edit Button for Corrosponding Patient 
                Dim editCell As New TableCell() 
                Dim editLink As New Literal() 
                Dim user_ID As String = reader("User_ID").ToString() 
                editLink.Text = "<a href='Admin_Form.aspx?mode=edit&id=" + user_ID + "'>Edit</a>" 
                editCell.Controls.Add(editLink) 
                adminRow.Controls.Add(editCell) 
                adminTable.Controls.Add(adminRow) 
            Loop 
            reader.Close() 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            con.Close() 
        End Try 
    End Sub 
 
    Protected Sub ValidateAdminRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Admin" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
 
    Protected Sub addAdmin(sender As Object, e As EventArgs) Handles addAdminButton.Click 
        Response.Redirect("Admin_Form.aspx") 
    End Sub 
End Class 
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<%--Admin/Doctor_Form.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Admin.master" AutoEventWireup="false" 
CodeFile="Doctor_Form.aspx.vb" 
    Inherits="DoctorForm" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>Doctor Form</title> 
    </asp:Content> 
 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="ContentPlaceHolder1" runat="Server"> 
        <div> 
            <h2>Create Doctor</h2> 
            <table class="data-table"> 
                <!-- BaseUser Fields --> 
                <tr> 
                    <td>Name:</td> 
                    <td> 
                        <asp:TextBox ID="txtName" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvName" runat="server" 
ControlToValidate="txtName" 
                            ErrorMessage="Name required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Username:</td> 
                    <td> 
                        <asp:TextBox ID="txtUsername" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvUsername" runat="server" 
ControlToValidate="txtUsername" 
                            ErrorMessage="Username required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Email:</td> 
                    <td> 
                        <asp:TextBox ID="txtEmail" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvEmail" runat="server" 
ControlToValidate="txtEmail" 
                            ErrorMessage="Email required" /> 
                        <asp:RegularExpressionValidator ID="revEmail" runat="server" 
ControlToValidate="txtEmail" 
                            ValidationExpression="^\w+([-+.']\w+)*@\w+([-.]\w+)*\.\w+([-.]\w+)*$" 
                            ErrorMessage="Invalid email" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Password:</td> 
                    <td> 
                        <asp:TextBox ID="txtPassword" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvPassword" runat="server" 
ControlToValidate="txtPassword" 
                            ErrorMessage="Password required" /> 
                    </td> 
                </tr> 
 
                <!-- Doctor Fields --> 
                <tr> 
                    <td>Licence Number:</td> 
                    <td> 
                        <asp:TextBox ID="txtLicenceNumber" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvLicence" runat="server" 
ControlToValidate="txtLicenceNumber" 
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                            ErrorMessage="Licence required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Specialization:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlSpecialization" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvSpec" runat="server" 
ControlToValidate="ddlSpecialization" 
                            InitialValue="" ErrorMessage="Select specialization" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Healthcare Facility:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlFacility" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvDocFacility" runat="server" 
ControlToValidate="ddlFacility" 
                            InitialValue="" ErrorMessage="Select facility" /> 
                    </td> 
                </tr> 
            </table> 
            <asp:Button CssClass="aspNetButton" ID="btnSubmit" runat="server" 
OnClick="btnSubmit_Click" /> 
        </div> 
 
    </asp:Content> 
 
 
 
 
'Admin/Doctor_Form.aspx.vb 
 
Imports System.Data 
Imports System.Data.SqlClient 
Imports System.Drawing 
Imports Microsoft.VisualBasic.ApplicationServices 
 
Partial Class DoctorForm 
    Inherits System.Web.UI.Page 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Doctor_ID As Int32 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidateAdminRole() 
 
        If Not String.IsNullOrEmpty(Request.QueryString("id")) Then 
            Doctor_ID = Convert.ToInt32(Request.QueryString("id")) 
        End If 
 
        If Not IsPostBack Then 
            If Request.QueryString("mode") = "edit" Then 
                btnSubmit.Text = "Update Doctor" 
                LoadDoctorData() 
            Else 
                btnSubmit.Text = "Create Doctor" 
            End If 
 
            LoadDropdowns() 
        End If 
    End Sub 
 
    Private Sub LoadDoctorData() 
        Dim conn As New SqlConnection(constr) 
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        Dim cmd As New SqlCommand 
        cmd.Connection = conn 
        cmd.CommandText = " SELECT Name, Username, Email, Password, Licence_Number, 
Specialization.Specialization_ID, Healthcare_Facility.Facility_ID " 
        cmd.CommandText &= " FROM Doctor, BaseUser, Specialization, Healthcare_Facility " 
        cmd.CommandText &= " WHERE Doctor.Doctor_ID = '" + Doctor_ID.ToString() + "' AND 
Doctor.Doctor_ID = BaseUser.User_ID AND " 
        cmd.CommandText &= " Doctor.Facility_ID = Healthcare_Facility.Facility_ID AND 
Doctor.Specialization_ID = Specialization.Specialization_ID " 
        Dim reader As SqlDataReader 
 
        Try 
            conn.Open() 
            reader = cmd.ExecuteReader() 
 
            If reader.HasRows Then 
                reader.Read() 
                txtName.Text = reader("Name") 
                txtUsername.Text = reader("Username") 
                txtEmail.Text = reader("Email") 
                txtPassword.Text = reader("Password") 
                txtLicenceNumber.Text = reader("Licence_Number") 
                ddlSpecialization.SelectedValue = reader("Specialization_ID") 
                ddlFacility.SelectedValue = reader("Facility_ID") 
            End If 
        Catch ex As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
 
    End Sub 
 
    Private Sub LoadDropdowns() 
        ddlSpecialization = GetDropDownData("Specialization", ddlSpecialization, 
"Specialization_Name", "Specialization_ID") 
        ddlFacility = GetDropDownData("Healthcare_Facility", ddlFacility, "Facility_Name", 
"Facility_ID") 
    End Sub 
 
    Protected Sub ValidateAdminRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Admin" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
 
    Private Function GetDropDownData(table As String, dropDown As DropDownList, textAttribute As 
String, valueAttribute As String) As DropDownList 
        dropDown.Items.Clear() 
 
        Dim con As New SqlConnection 
        con.ConnectionString = constr 
        Dim cmd As New SqlCommand 
        cmd.Connection = con 
        cmd.CommandText = " SELECT " & textAttribute & ", " & valueAttribute & " FROM " & table 
 
        Dim reader As SqlDataReader 
        Try 
            con.Open() 
            reader = cmd.ExecuteReader() 
 
            Do While reader.Read() 
                Dim newItem As New ListItem() 
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                newItem.Text = reader(textAttribute) 
                newItem.Value = reader(valueAttribute) 
                dropDown.Items.Add(newItem) 
            Loop 
            reader.Close() 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            con.Close() 
        End Try 
 
        Return dropDown 
    End Function 
 
    Protected Sub btnSubmit_Click(ByVal sender As Object, ByVal e As EventArgs) 
        If Not Page.IsValid Then Exit Sub 
        Dim conn As New SqlConnection(constr) 
 
        Try 
            conn.Open() 
 
            Dim userId As Integer 
            Dim userCmd As New SqlCommand() 
            userCmd.Connection = conn 
            Dim doctorCmd As New SqlCommand() 
            doctorCmd.Connection = conn 
            If Doctor_ID > 0 Then 
                userCmd.CommandText = " UPDATE BaseUser SET Name = @Name, Username = @Username, 
Email = @Email, Password = @Password, Role = 'Doctor' WHERE User_ID = @Doctor_ID" 
                doctorCmd.CommandText = " UPDATE Doctor SET Licence_Number = @Licence_Number, 
Specialization_ID = @Specialization_ID, Facility_ID = @Facility_ID WHERE Doctor_ID = @Doctor_ID " 
                userCmd.Parameters.AddWithValue("@Doctor_ID", Doctor_ID) 
            Else 
                userCmd.CommandText = " INSERT INTO BaseUser (Name, Username, Email, Password, 
Role) OUTPUT INSERTED.User_ID VALUES (@Name, @Username, @Email, @Password, 'Doctor') " 
                doctorCmd.CommandText = " INSERT INTO Doctor (Doctor_ID, Licence_Number, 
Specialization_ID, Facility_ID) VALUES (@Doctor_ID, @Licence_Number, @Specialization_ID, 
@Facility_ID) " 
            End If 
            userCmd.Parameters.AddWithValue("@Name", txtName.Text) 
            userCmd.Parameters.AddWithValue("@Username", txtUsername.Text) 
            userCmd.Parameters.AddWithValue("@Email", txtEmail.Text) 
            userCmd.Parameters.AddWithValue("@Password", txtPassword.Text) 
            If Doctor_ID > 0 Then 
                userId = Doctor_ID 
                userCmd.ExecuteNonQuery() 
            Else 
                userId = Convert.ToInt32(userCmd.ExecuteScalar()) 
            End If 
 
            doctorCmd.Parameters.AddWithValue("@Doctor_ID", userId) 
            doctorCmd.Parameters.AddWithValue("@Licence_Number", txtLicenceNumber.Text) 
            doctorCmd.Parameters.AddWithValue("@Specialization_ID", 
ddlSpecialization.SelectedValue) 
            doctorCmd.Parameters.AddWithValue("@Facility_ID", ddlFacility.SelectedValue) 
            doctorCmd.ExecuteNonQuery() 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
 
        ' Redirect or show success message 
        Response.Redirect("View_Doctors.aspx") 
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    End Sub 
End Class 
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<%--Admin/Patient_Form.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Admin.master" AutoEventWireup="false" 
CodeFile="Patient_Form.aspx.vb" 
    Inherits="PatientForm" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>Patient Form</title> 
    </asp:Content> 
 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="ContentPlaceHolder1" runat="Server"> 
        <div> 
            <h2>Create Patient</h2> 
            <table class="data-table"> 
                <!-- BaseUser Fields --> 
                <tr> 
                    <td>Name:</td> 
                    <td> 
                        <asp:TextBox ID="txtName" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvName" runat="server" 
ControlToValidate="txtName" 
                            ErrorMessage="Name required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Username:</td> 
                    <td> 
                        <asp:TextBox ID="txtUsername" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvUsername" runat="server" 
ControlToValidate="txtUsername" 
                            ErrorMessage="Username required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Email:</td> 
                    <td> 
                        <asp:TextBox ID="txtEmail" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvEmail" runat="server" 
ControlToValidate="txtEmail" 
                            ErrorMessage="Email required" /> 
                        <asp:RegularExpressionValidator ID="revEmail" runat="server" 
ControlToValidate="txtEmail" 
                            ValidationExpression="^\w+([-+.']\w+)*@\w+([-.]\w+)*\.\w+([-.]\w+)*$" 
                            ErrorMessage="Invalid email" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Password:</td> 
                    <td> 
                        <asp:TextBox ID="txtPassword" runat="server" TextMode="Password" /> 
                        <asp:RequiredFieldValidator ID="rfvPassword" runat="server" 
ControlToValidate="txtPassword" 
                            ErrorMessage="Password required" /> 
                    </td> 
                </tr> 
 
                <!-- Patient Fields --> 
                <tr> 
                    <td>Date Joined:</td> 
                    <td> 
                        <asp:TextBox ID="txtDateJoined" runat="server" TextMode="Date" /> 
                        <asp:RequiredFieldValidator ID="rfvDateJoined" runat="server" 
ControlToValidate="txtDateJoined" 
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                            ErrorMessage="Date required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>City:</td> 
                    <td> 
                        <asp:TextBox ID="txtCity" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvCity" runat="server" 
ControlToValidate="txtCity" 
                            ErrorMessage="City required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>State:</td> 
                    <td> 
                        <asp:TextBox ID="txtState" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvState" runat="server" 
ControlToValidate="txtState" 
                            ErrorMessage="State required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Disease:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlDisease" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvDisease" runat="server" 
ControlToValidate="ddlDisease" 
                            ErrorMessage="Disease required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Healthcare Facility:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlFacility" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvFacility" runat="server" 
ControlToValidate="ddlFacility" 
                            ErrorMessage="Facility required" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Insurance Company:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlCompany" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvCompany" runat="server" 
ControlToValidate="ddlCompany" 
                            ErrorMessage="Company required" /> 
                    </td> 
                </tr> 
            </table> 
            <asp:Button CssClass="aspNetButton" ID="btnSubmit" runat="server" 
OnClick="btnSubmit_Click" /> 
        </div> 
 
    </asp:Content> 
 
 
 
 
'Admin/Patient_Form.aspx.vb 
 
Imports System.Data 
Imports System.Data.SqlClient 
Imports System.Drawing 
Imports Microsoft.VisualBasic.ApplicationServices 
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Imports System.Web.UI.WebControls 
 
Partial Class PatientForm 
    Inherits System.Web.UI.Page 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Patient_ID As Int32 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidateAdminRole() 
 
        If Not String.IsNullOrEmpty(Request.QueryString("id")) Then 
            Patient_ID = Convert.ToInt32(Request.QueryString("id")) 
        End If 
 
        If Not IsPostBack Then 
            If Request.QueryString("mode") = "edit" Then 
                btnSubmit.Text = "Update Patient" 
                LoadPatientData() 
            Else 
                btnSubmit.Text = "Create Patient" 
            End If 
 
            LoadDropdowns() 
        End If 
    End Sub 
 
    Private Sub LoadPatientData() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand 
        cmd.Connection = conn 
        cmd.CommandText = " SELECT Name, Username, Email, Password, Date_Joined, Patient.City, 
Patient.State, Disease.Disease_ID, Healthcare_Facility.Facility_ID, Insurance_Company.Company_ID 
" 
        cmd.CommandText &= " FROM Patient, BaseUser, Disease, Healthcare_Facility, 
Insurance_Company " 
        cmd.CommandText &= " WHERE Patient.Patient_ID = '" + Patient_ID.ToString() + "' AND 
Patient.Patient_ID = BaseUser.User_ID AND Patient.Disease_ID = Disease.Disease_ID AND " 
        cmd.CommandText &= " Patient.Facility_ID = Healthcare_Facility.Facility_ID AND 
Patient.Company_ID = Insurance_Company.Company_ID " 
        Dim reader As SqlDataReader 
 
        Try 
            conn.Open() 
            reader = cmd.ExecuteReader() 
 
            If reader.HasRows Then 
                reader.Read() 
                txtName.Text = reader("Name") 
                txtUsername.Text = reader("Username") 
                txtEmail.Text = reader("Email") 
                txtPassword.Text = reader("Password") 
                txtDateJoined.Text = reader("Date_Joined") 
                txtCity.Text = reader("City") 
                txtState.Text = reader("State") 
                ddlDisease.SelectedValue = reader("Disease_ID") 
                ddlFacility.SelectedValue = reader("Facility_ID") 
                ddlCompany.SelectedValue = reader("Company_ID") 
            End If 
        Catch ex As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
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    End Sub 
 
    Private Sub LoadDropdowns() 
        ddlDisease = GetDropDownData("Disease", ddlDisease, "Disease_Name", "Disease_ID") 
        ddlFacility = GetDropDownData("Healthcare_Facility", ddlFacility, "Facility_Name", 
"Facility_ID") 
        ddlCompany = GetDropDownData("Insurance_Company", ddlCompany, "Company_Name", 
"Company_ID") 
    End Sub 
 
    Protected Sub ValidateAdminRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Admin" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
 
    Private Function GetDropDownData(table As String, dropDown As DropDownList, textAttribute As 
String, valueAttribute As String) As DropDownList 
        dropDown.Items.Clear() 
 
        Dim con As New SqlConnection 
        con.ConnectionString = constr 
        Dim cmd As New SqlCommand 
        cmd.Connection = con 
        cmd.CommandText = " SELECT " & textAttribute & ", " & valueAttribute & " FROM " & table 
 
        Dim reader As SqlDataReader 
        Try 
            con.Open() 
            reader = cmd.ExecuteReader() 
 
            Do While reader.Read() 
                Dim newItem As New ListItem() 
                newItem.Text = reader(textAttribute) 
                newItem.Value = reader(valueAttribute) 
                dropDown.Items.Add(newItem) 
            Loop 
            reader.Close() 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            con.Close() 
        End Try 
 
        Return dropDown 
    End Function 
 
    Protected Sub btnSubmit_Click(ByVal sender As Object, ByVal e As EventArgs) 
        If Not Page.IsValid Then Exit Sub 
        Dim conn As New SqlConnection(constr) 
 
        Try 
            conn.Open() 
 
            Dim userId As Integer 
            Dim userCmd As New SqlCommand() 
            userCmd.Connection = conn 
            Dim patientCmd As New SqlCommand() 
            patientCmd.Connection = conn 
            If Patient_ID > 0 Then 
                userCmd.CommandText = " UPDATE BaseUser SET Name = @Name, Username = @Username, 
Email = @Email, Password = @Password, Role = 'Patient' WHERE User_ID = @Patient_ID" 
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                patientCmd.CommandText = " UPDATE Patient SET Date_Joined = @Date_Joined, City = 
@City, State = @State, Disease_ID = @Disease_ID, Facility_ID = @Facility_ID, Company_ID = 
@Company_ID WHERE Patient_ID = @Patient_ID " 
                userCmd.Parameters.AddWithValue("@Patient_ID", Patient_ID) 
            Else 
                userCmd.CommandText = " INSERT INTO BaseUser (Name, Username, Email, Password, 
Role) OUTPUT INSERTED.User_ID VALUES (@Name, @Username, @Email, @Password, 'Patient') " 
                patientCmd.CommandText = " INSERT INTO Patient (Patient_ID, Date_Joined, City, 
State, Disease_ID, Facility_ID, Company_ID) VALUES (@Patient_ID, @Date_Joined, @City, @State, 
@Disease_ID, @Facility_ID, @Company_ID) " 
            End If 
            userCmd.Parameters.AddWithValue("@Name", txtName.Text) 
            userCmd.Parameters.AddWithValue("@Username", txtUsername.Text) 
            userCmd.Parameters.AddWithValue("@Email", txtEmail.Text) 
            userCmd.Parameters.AddWithValue("@Password", txtPassword.Text) 
            If Patient_ID > 0 Then 
                userId = Patient_ID 
                userCmd.ExecuteNonQuery() 
            Else 
                userId = Convert.ToInt32(userCmd.ExecuteScalar()) 
            End If 
 
            patientCmd.Parameters.AddWithValue("@Patient_ID", userId) 
            patientCmd.Parameters.AddWithValue("@Date_Joined", txtDateJoined.Text) 
            patientCmd.Parameters.AddWithValue("@City", txtCity.Text) 
            patientCmd.Parameters.AddWithValue("@State", txtState.Text) 
            patientCmd.Parameters.AddWithValue("@Disease_ID", ddlDisease.SelectedValue) 
            patientCmd.Parameters.AddWithValue("@Facility_ID", ddlFacility.SelectedValue) 
            patientCmd.Parameters.AddWithValue("@Company_ID", ddlCompany.SelectedValue) 
            patientCmd.ExecuteNonQuery() 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
 
        ' Redirect or show success message 
        Response.Redirect("View_Patients.aspx") 
    End Sub 
End Class 
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<%--Admin/View_Doctors.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Admin.master" AutoEventWireup="false" 
CodeFile="View_Doctors.aspx.vb" 
    Inherits="ViewDoctors" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>View Doctors</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="ContentPlaceHolder1" runat="Server"> 
        <asp:Button CssClass="aspNetButton" ID="addDoctorButton" runat="server" Text="Add Doctor" 
/> 
        <h2>Doctors</h2> 
        <asp:Table CssClass="data-table" ID="doctorTable" runat="server" /> 
    </asp:Content> 
 
 
 
 
'Admin/ View_Doctors.aspx.vb 
 
Imports System.Data.SqlClient 
 
Partial Class ViewDoctors 
    Inherits System.Web.UI.Page 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
 
    Private Sub Doctor_Form_Load(sender As Object, e As EventArgs) Handles Me.Load 
        ValidateAdminRole() 
        If Not IsPostBack Then 
            LoadDoctors() 
        End If 
    End Sub 
 
    Private Sub LoadDoctors() 
        doctorTable.Controls.Clear() 
 
        Dim headerText = New String() {"Doctor ID", "Name", "Username", "Email", "Password", 
"Licence Number", "Specialization", "Healthcare Facility"} 
 
        Dim doctorHeader As New TableHeaderRow() 
        For Each text As String In headerText 
            doctorHeader.Cells.Add(New TableHeaderCell() With {.Text = text}) 
        Next 
        doctorHeader.Cells.Add(New TableHeaderCell() With {.Text = "Edit"}) 
        doctorTable.Controls.Add(doctorHeader) 
        Dim con As New SqlConnection 
        con.ConnectionString = constr 
        Dim cmd As New SqlCommand 
        cmd.Connection = con 
        cmd.CommandText = " SELECT Doctor_ID, Name, Username, Email, Password, Licence_Number, 
Specialization.Specialization_Name, Healthcare_Facility.Facility_Name " 
        cmd.CommandText &= " FROM Doctor, BaseUser, Specialization, Healthcare_Facility " 
        cmd.CommandText &= " WHERE Doctor.Doctor_ID = BaseUser.User_ID AND " 
        cmd.CommandText &= " Doctor.Facility_ID = Healthcare_Facility.Facility_ID AND 
Doctor.Specialization_ID = Specialization.Specialization_ID " 
        Dim reader As SqlDataReader 
        Try 
            con.Open() 
            reader = cmd.ExecuteReader() 
 
            Do While reader.Read() 
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                Dim doctorRow As New TableRow() 
                For i = 0 To reader.FieldCount - 1 
                    doctorRow.Cells.Add(New TableCell() With {.Text = 
reader(reader.GetName(i)).ToString()}) 
                Next 
 
                'Edit Button for Corrosponding Doctor 
                Dim editCell As New TableCell() 
                Dim editLink As New Literal() 
                Dim doctorId As String = reader("Doctor_ID").ToString() 
                editLink.Text = "<a href='Doctor_Form.aspx?mode=edit&id=" + doctorId + 
"'>Edit</a>" 
                editCell.Controls.Add(editLink) 
                doctorRow.Cells.Add(editCell) 
 
                doctorTable.Controls.Add(doctorRow) 
            Loop 
            reader.Close() 
        Catch err As Exception 
            Response.Write("Error." + err.Message) 
        Finally 
            con.Close() 
        End Try 
    End Sub 
 
    Protected Sub ValidateAdminRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Admin" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
 
    Protected Sub addDoctor(sender As Object, e As EventArgs) Handles addDoctorButton.Click 
        Response.Redirect("Doctor_Form.aspx") 
    End Sub 
End Class 
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<%--Admin/View_Patients.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Admin.master" AutoEventWireup="false" 
CodeFile="View_Patients.aspx.vb" 
    Inherits="ViewPatients" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>View Patients</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="ContentPlaceHolder1" runat="Server"> 
        <asp:Button CssClass="aspNetButton" ID="addPatientButton" runat="server" Text="Add 
Patient" /> 
        <h2>Patients</h2> 
        <asp:Table CssClass="data-table" ID="patientTable" runat="server" /> 
    </asp:Content> 
 
 
 
'Admin/View_Patients.aspx.vb 
 
Imports System.Data.SqlClient 
 
Partial Class ViewPatients 
    Inherits System.Web.UI.Page 
 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Private Sub Admin_Form_Load(sender As Object, e As EventArgs) Handles Me.Load 
        ValidateAdminRole() 
        If Not IsPostBack Then 
            LoadPatients() 
        End If 
    End Sub 
 
    Private Sub LoadPatients() 
        patientTable.Controls.Clear() 
 
        Dim headerText = New String() {"Patient ID", "Name", "Username", "Email", "Date Joined", 
"City", "State", "Disease", "Healthcare Facility", "Insurance Company", "Insurance Plan"} 
 
        Dim patientHeader As New TableHeaderRow() 
        For Each text As String In headerText 
            patientHeader.Cells.Add(New TableHeaderCell() With {.Text = text}) 
        Next 
        patientHeader.Cells.Add(New TableHeaderCell() With {.Text = "Edit"}) 
        patientTable.Controls.Add(patientHeader) 
 
        Dim con As New SqlConnection 
        con.ConnectionString = constr 
        Dim cmd As New SqlCommand 
        cmd.Connection = con 
        cmd.CommandText = " SELECT Patient_ID, Name, Username, Email, Date_Joined, Patient.City, 
Patient.State, Disease_Name, Facility_Name, Company_Name, Insurance_Plan " 
        cmd.CommandText &= " FROM Patient, BaseUser, Disease, Healthcare_Facility, 
Insurance_Company " 
        cmd.CommandText &= " WHERE Patient.Patient_ID = BaseUser.User_ID AND Patient.Disease_ID = 
Disease.Disease_ID AND " 
        cmd.CommandText &= " Patient.Facility_ID = Healthcare_Facility.Facility_ID AND 
Patient.Company_ID = Insurance_Company.Company_ID " 
 
        Dim reader As SqlDataReader 
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        Try 
            con.Open() 
            reader = cmd.ExecuteReader() 
 
            Do While reader.Read() 
                Dim patientRow As New TableRow() 
                For i = 0 To reader.FieldCount - 1 
                    patientRow.Cells.Add(New TableCell() With {.Text = 
reader(reader.GetName(i)).ToString()}) 
                Next 
 
                'Edit Button for Corrosponding Patient 
                Dim editCell As New TableCell() 
                Dim editLink As New Literal() 
                Dim patientId As String = reader("Patient_ID").ToString() 
                editLink.Text = "<a href='Patient_Form.aspx?mode=edit&id=" + patientId + 
"'>Edit</a>" 
                editCell.Controls.Add(editLink) 
                patientRow.Cells.Add(editCell) 
 
                patientTable.Controls.Add(patientRow) 
            Loop 
            reader.Close() 
        Catch err As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            con.Close() 
        End Try 
    End Sub 
 
    Protected Sub ValidateAdminRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Admin" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
 
    Protected Sub addPatient(sender As Object, e As EventArgs) Handles addPatientButton.Click 
        Response.Redirect("Patient_Form.aspx") 
    End Sub 
End Class 
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<%--Doctor/Default.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Doctor_Form.master" AutoEventWireup="false" 
CodeFile="Default.aspx.vb" 
    Inherits="ViewTreatments" %> 
 
    <asp:Content ID="head" ContentPlaceHolderID="head" runat="server"> 
        <title>View Treatments</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="Content1" runat="Server"> 
        <div> 
            <h2>Your Treatments</h2> 
            <table class="data-table"> 
                <thead> 
                    <tr> 
                        <th>Patient Name</th> 
                        <th>Treatment Start Date</th> 
                    </tr> 
                </thead> 
                <tbody id="treatmentTableBody" runat="server"> 
                    <!-- Rows will be dynamically populated --> 
                </tbody> 
            </table> 
            <br /> 
            <asp:Button CssClass="aspNetButton" ID="btnAddTreatment" runat="server" Text="Add New 
Treatment" 
                OnClick="btnAddTreatment_Click" /> 
        </div> 
    </asp:Content> 
 
 
 
 
'Doctor/Default.aspx.vb 
 
Imports System.Data.SqlClient 
 
Partial Class ViewTreatments 
    Inherits System.Web.UI.Page 
 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Doctor_ID As Int32 
 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidateDoctorRole() 
        ' Get Doctor ID from session 
        Doctor_ID = Convert.ToInt32(Session("User_ID")) 
 
        If Not IsPostBack Then 
            LoadTreatments() 
        End If 
    End Sub 
 
    Private Sub LoadTreatments() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT b.Name AS PatientName, t.Treatment_Start_Date FROM 
Treatment t INNER JOIN BaseUser b ON t.Patient_ID = b.User_ID WHERE t.Doctor_ID = @Doctor_ID", 
conn) 
        cmd.Parameters.AddWithValue("@Doctor_ID", Doctor_ID) 
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        Try 
            conn.Open() 
            Dim reader As SqlDataReader = cmd.ExecuteReader() 
 
            Dim tableHtml As String = "" 
            While reader.Read() 
                tableHtml &= "<tr>" 
                tableHtml &= "<td>" + reader("PatientName") + "</td>" 
                tableHtml &= "<td>" + 
Convert.ToDateTime(reader("Treatment_Start_Date")).ToString("yyyy-MM-dd") + "</td>" 
                tableHtml &= "</tr>" 
            End While 
 
            ' Inject rows into the table body 
            treatmentTableBody.InnerHtml = tableHtml 
        Catch ex As Exception 
            Response.Write("An error occurred. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Protected Sub btnAddTreatment_Click(ByVal sender As Object, ByVal e As EventArgs) 
        ' Redirect to the Treatments_Form.aspx page to add a new treatment 
        Response.Redirect("Treatments_Form.aspx") 
    End Sub 
 
    Protected Sub ValidateDoctorRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Doctor" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
End Class 
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<%--Doctor/Doctor_Form.master--%> 
 
<%@ Master Language="VB" AutoEventWireup="false" CodeFile="Doctor_Form.master.vb" 
Inherits="DoctorMasterPage" %> 
 
<!DOCTYPE html> 
 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head runat="server"> 
    <asp:ContentPlaceHolder ID="head" runat="server" /> 
    <link rel="stylesheet" href="../Styles/site.css" /> 
</head> 
<body> 
    <form id="form1" runat="server"> 
        <div> 
            <ul class="navbar"> 
                <li><a href="Default.aspx">Treatments</a></li> 
                <li><a href="View_Alerts.aspx">Alerts</a></li> 
                <li> 
                    <asp:LinkButton runat="server" OnClick="logout">Logout</asp:LinkButton> 
                </li> 
            </ul> 
            <asp:ContentPlaceHolder ID="Content1" runat="server"> 
            </asp:ContentPlaceHolder> 
        </div> 
    </form> 
</body> 
</html> 
 
 
 
'Doctor/Doctor_Form.master.vb 
 
Partial Class DoctorMasterPage 
    Inherits System.Web.UI.MasterPage 
 
    Protected Sub logout() 
        Session.Remove("User_ID") 
        Response.Redirect("../Default.aspx") 
    End Sub 
End Class 
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<%--Doctor/Treatments_Form.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Doctor_Form.master" AutoEventWireup="false" 
CodeFile="Treatments_Form.aspx.vb" 
    Inherits="TreatmentForm" %> 
 
    <asp:Content ID="head" ContentPlaceHolderID="head" runat="server"> 
        <title>Treatment Management</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="Content1" runat="Server"> 
        <div> 
            <h2>Add Treatment</h2> 
            <table class="data-table"> 
                <tr> 
                    <td>Patient:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlPatients" runat="server"></asp:DropDownList> 
                        <asp:RequiredFieldValidator ID="rfvPatient" runat="server" 
ControlToValidate="ddlPatients" 
                            InitialValue="" ErrorMessage="Select a patient" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Treatment Start Date:</td> 
                    <td> 
                        <asp:TextBox ID="txtStartDate" runat="server" 
TextMode="Date"></asp:TextBox> 
                        <asp:RequiredFieldValidator ID="rfvStartDate" runat="server" 
ControlToValidate="txtStartDate" 
                            ErrorMessage="Date is required" /> 
                    </td> 
                </tr> 
            </table> 
            <asp:Button CssClass="aspNetButton" ID="btnSubmit" runat="server" 
OnClick="btnSubmit_Click" Text="Submit" /> 
        </div> 
    </asp:Content> 
 
 
 
 
 
'Doctor/Treatments_Form.aspx.vb 
 
Imports System.Data.SqlClient 
Imports System.Web.UI.WebControls 
 
Partial Class TreatmentForm 
    Inherits System.Web.UI.Page 
 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Doctor_ID As Int32 
 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidateDoctorRole() 
        ' Get Doctor ID from session 
        Doctor_ID = Convert.ToInt32(Session("User_ID")) 
 
        If Not IsPostBack Then 
            LoadPatients() 
        End If 
    End Sub 
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    Private Sub LoadPatients() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT User_ID, Name FROM BaseUser WHERE Role = 'Patient'", 
conn) 
 
        Try 
            conn.Open() 
            Dim reader As SqlDataReader = cmd.ExecuteReader() 
            ddlPatients.DataSource = reader 
            ddlPatients.DataTextField = "Name" 
            ddlPatients.DataValueField = "User_ID" 
            ddlPatients.DataBind() 
        Catch ex As Exception 
            Response.Write("Error: " & ex.Message) 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Protected Sub btnSubmit_Click(ByVal sender As Object, ByVal e As EventArgs) 
        If Not Page.IsValid Then Exit Sub 
        Dim conn As New SqlConnection(constr) 
 
        Try 
            conn.Open() 
            Dim cmd As New SqlCommand("INSERT INTO Treatment (Doctor_ID, Patient_ID, 
Treatment_Start_Date) VALUES (@Doctor_ID, @Patient_ID, @StartDate)", conn) 
            cmd.Parameters.AddWithValue("@Doctor_ID", Doctor_ID) 
            cmd.Parameters.AddWithValue("@Patient_ID", 
Convert.ToInt32(ddlPatients.SelectedValue)) 
            cmd.Parameters.AddWithValue("@StartDate", Convert.ToDateTime(txtStartDate.Text)) 
 
            cmd.ExecuteNonQuery() 
        Catch ex As Exception 
            Response.Write("Error: " & ex.Message) 
        Finally 
            conn.Close() 
        End Try 
 
        Response.Redirect("Default.aspx") 
    End Sub 
 
    Protected Sub ValidateDoctorRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Doctor" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
End Class 
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<%--Doctor/View_Alerts.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Doctor_Form.master" AutoEventWireup="false" 
CodeFile="View_Alerts.aspx.vb" 
    Inherits="ViewAlerts" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>View Alerts</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="Content1" runat="Server"> 
        <div> 
            <h2>Facility Alerts</h2> 
            <table class="data-table"> 
                <thead> 
                    <tr> 
                        <th>Alert Name</th> 
                        <th>Status</th> 
                        <th>Type</th> 
                        <th>Message</th> 
                    </tr> 
                </thead> 
                <tbody id="alertTableBody" runat="server"> 
                    <!-- Rows will be dynamically populated --> 
                </tbody> 
            </table> 
        </div> 
    </asp:Content>  
 
 
 
 
 
 
'Doctor/View_Alerts.aspx.vb 
 
Imports System.Data.SqlClient 
 
Partial Class ViewAlerts 
    Inherits System.Web.UI.Page 
 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Facility_ID As Int32 
 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidateDoctorRole() 
 
        ' Get Facility ID of the logged-in doctor 
        Facility_ID = GetDoctorFacilityID() 
 
        If Not IsPostBack Then 
            LoadAlerts() 
        End If 
    End Sub 
 
    Private Function GetDoctorFacilityID() As Int32 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT Facility_ID FROM Doctor WHERE Doctor_ID = @Doctor_ID", 
conn) 
        cmd.Parameters.AddWithValue("@Doctor_ID", Convert.ToInt32(Session("User_ID"))) 
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        Try 
            conn.Open() 
            Dim result As Object = cmd.ExecuteScalar() 
            If result IsNot Nothing Then 
                Return Convert.ToInt32(result) 
            End If 
        Catch ex As Exception 
            Response.Write("Error: " & ex.Message) 
        Finally 
            conn.Close() 
        End Try 
 
        Return 0 
    End Function 
 
    Private Sub LoadAlerts() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT Name, Status, Type, Message FROM Alert WHERE 
Facility_ID = @Facility_ID", conn) 
        cmd.Parameters.AddWithValue("@Facility_ID", Facility_ID) 
 
        Try 
            conn.Open() 
            Dim reader As SqlDataReader = cmd.ExecuteReader() 
 
            Dim tableHtml As String = "" 
            While reader.Read() 
                tableHtml &= "<tr>" 
                tableHtml &= "<td>" + reader("Name") + "</td>" 
                tableHtml &= "<td>" + reader("Status") + "</td>" 
                tableHtml &= "<td>" + reader("Type") + "</td>" 
                tableHtml &= "<td>" + reader("Message") + "</td>" 
                tableHtml &= "</tr>" 
            End While 
 
            ' Inject rows into the table body 
            alertTableBody.InnerHtml = tableHtml 
        Catch ex As Exception 
            Response.Write("An Error Occured") 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Protected Sub ValidateDoctorRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Doctor" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
End Class 
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<%--Patient/Create_Alert.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Patient_Form.master" AutoEventWireup="false" 
CodeFile="Create_Alert.aspx.vb" 
    Inherits="CreateAlert" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>Create Alert</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="Content1" runat="Server"> 
        <div> 
            <h2>Create Alert</h2> 
            <table class="data-table"> 
                <tr> 
                    <td>Alert Name:</td> 
                    <td> 
                        <asp:TextBox ID="txtAlertName" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvAlertName" runat="server" 
ControlToValidate="txtAlertName" 
                            ErrorMessage="Name is required" ForeColor="Red" Display="Dynamic" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Status:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlStatus" runat="server"> 
                            <asp:ListItem Text="Active" Value="Active" /> 
                            <asp:ListItem Text="Resolved" Value="Resolved" /> 
                        </asp:DropDownList> 
                        <asp:RequiredFieldValidator ID="rfvStatus" runat="server" 
ControlToValidate="ddlStatus" 
                            InitialValue="" ErrorMessage="Select status" ForeColor="Red" 
Display="Dynamic" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Type:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlType" runat="server"> 
                            <asp:ListItem Text="Critical" Value="Critical" /> 
                            <asp:ListItem Text="Warning" Value="Warning" /> 
                            <asp:ListItem Text="Info" Value="Info" /> 
                        </asp:DropDownList> 
                        <asp:RequiredFieldValidator ID="rfvType" runat="server" 
ControlToValidate="ddlType" 
                            InitialValue="" ErrorMessage="Select type" ForeColor="Red" 
Display="Dynamic" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Device:</td> 
                    <td> 
                        <asp:DropDownList ID="ddlDevice" runat="server" /> 
                        <asp:RequiredFieldValidator ID="rfvDevice" runat="server" 
                            ControlToValidate="ddlDevice" InitialValue="" 
                            ErrorMessage="Select device" ForeColor="Red" Display="Dynamic" /> 
                    </td> 
                </tr> 
                <tr> 
                    <td>Message:</td> 
                    <td> 
                        <asp:TextBox ID="txtMessage" runat="server" TextMode="MultiLine" Rows="4" 
Columns="30" /> 
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                        <asp:RequiredFieldValidator ID="rfvMessage" runat="server" 
ControlToValidate="txtMessage" 
                            ErrorMessage="Message is required" ForeColor="Red" Display="Dynamic" 
/> 
                    </td> 
                </tr> 
            </table> 
            <asp:Button CssClass="aspNetButton" ID="btnSubmit" runat="server" Text="Submit" 
OnClick="btnSubmit_Click" /> 
        </div> 
    </asp:Content> 
 
 
 
 
 
'Patient/Create_Alert.aspx.vb 
 
Imports System.Data.SqlClient 
Imports System.Web.UI.WebControls 
 
Partial Class CreateAlert 
    Inherits System.Web.UI.Page 
 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Patient_ID As Int32 
 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidatePatientRole() 
        ' Get Patient ID from session 
        Patient_ID = Convert.ToInt32(Session("User_ID")) 
        If Not IsPostBack Then 
            LoadDevicesDropdown() 
        End If 
    End Sub 
 
    Private Sub LoadDevicesDropdown() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT Device_ID, Device_Name FROM Device WHERE Patient_ID = 
@Patient_ID", conn) 
        cmd.Parameters.AddWithValue("@Patient_ID", Patient_ID) 
        Try 
            conn.Open() 
            Dim reader = cmd.ExecuteReader() 
            ddlDevice.DataSource = reader 
            ddlDevice.DataTextField = "Device_Name" 
            ddlDevice.DataValueField = "Device_ID" 
            ddlDevice.DataBind() 
            reader.Close() 
        Catch ex As Exception 
            Response.Write("Error loading devices.") 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Protected Sub btnSubmit_Click(ByVal sender As Object, ByVal e As EventArgs) 
        If Not Page.IsValid Then Exit Sub 
 
        Dim conn As New SqlConnection(constr) 
 
        Try 
            conn.Open() 
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            ' Get Facility_ID for the patient 
            Dim facilityCmd As New SqlCommand("SELECT Facility_ID FROM Patient WHERE Patient_ID = 
@Patient_ID", conn) 
            facilityCmd.Parameters.AddWithValue("@Patient_ID", Patient_ID) 
            Dim Facility_ID As Object = facilityCmd.ExecuteScalar() 
 
            If Facility_ID IsNot Nothing Then 
                ' Insert the alert 
                Dim alertCmd As New SqlCommand("INSERT INTO Alert (Name, Status, Type, Message, 
Device_ID, Facility_ID) VALUES (@Name, @Status, @Type, @Message, @Device_ID, @Facility_ID)", 
conn) 
                alertCmd.Parameters.AddWithValue("@Name", txtAlertName.Text) 
                alertCmd.Parameters.AddWithValue("@Status", ddlStatus.SelectedValue) 
                alertCmd.Parameters.AddWithValue("@Type", ddlType.SelectedValue) 
                alertCmd.Parameters.AddWithValue("@Message", txtMessage.Text) 
                alertCmd.Parameters.AddWithValue("@Device_ID", 
Convert.ToInt32(ddlDevice.SelectedValue)) 
                alertCmd.Parameters.AddWithValue("@Facility_ID", Convert.ToInt32(Facility_ID)) 
 
                alertCmd.ExecuteNonQuery() 
                Response.Redirect("Default.aspx") 
            Else 
                Response.Write("Error: Facility not found for the patient.") 
            End If 
        Catch ex As Exception 
            Response.Write("Error: " & ex.Message) 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Protected Sub ValidatePatientRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Patient" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
End Class 
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<%--Patient/Default.aspx--%> 
 
<%@ Page Language="VB" MasterPageFile="Patient_Form.master" AutoEventWireup="false" 
CodeFile="Default.aspx.vb" 
    Inherits="ViewPatientDetails" %> 
 
    <asp:Content ID="title" ContentPlaceHolderID="head" runat="server"> 
        <title>My Details</title> 
    </asp:Content> 
 
    <asp:Content ID="Content1" ContentPlaceHolderID="Content1" runat="Server"> 
        <div> 
            <h2>My Treatments</h2> 
            <table class="data-table"> 
                <thead> 
                    <tr> 
                        <th>Doctor Name</th> 
                        <th>Treatment Start Date</th> 
                    </tr> 
                </thead> 
                <tbody id="treatmentTableBody" runat="server"> 
                </tbody> 
            </table> 
        </div> 
        <br /> 
        <div> 
            <h2>My Alerts</h2> 
            <asp:Button runat="server" ID="addAlertBtn" OnClick="addAlert" Text="Add Alert" /> 
            <table class="data-table"> 
                <thead> 
                    <tr> 
                        <th>Alert Name</th> 
                        <th>Status</th> 
                        <th>Type</th> 
                        <th>Message</th> 
                    </tr> 
                </thead> 
                <tbody id="alertTableBody" runat="server"> 
                </tbody> 
            </table> 
        </div> 
        <br /> 
        <div> 
            <h2>My Devices</h2> 
            <table class="data-table"> 
                <thead> 
                    <tr> 
                        <th>Device Name</th> 
                        <th>Model</th> 
                        <th>Type</th> 
                    </tr> 
                </thead> 
                <tbody id="deviceTableBody" runat="server"> 
                </tbody> 
            </table> 
        </div> 
    </asp:Content> 
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'Patient/Default.aspx.vb 
 
Imports System.Data.SqlClient 
Partial Class ViewPatientDetails 
    Inherits System.Web.UI.Page 
 
    Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
    Dim Patient_ID As Int32 
 
    Protected Sub Page_Load(ByVal sender As Object, ByVal e As EventArgs) Handles Me.Load 
        ValidatePatientRole() 
        ' Get Patient ID from session 
        Patient_ID = Convert.ToInt32(Session("User_ID")) 
 
        If Not IsPostBack Then 
            LoadTreatments() 
            LoadAlerts() 
            LoadDevices() 
        End If 
    End Sub 
 
    Private Sub LoadTreatments() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT d.Name AS DoctorName, t.Treatment_Start_Date FROM 
Treatment t INNER JOIN BaseUser d ON t.Doctor_ID = d.User_ID WHERE t.Patient_ID = @Patient_ID", 
conn) 
        cmd.Parameters.AddWithValue("@Patient_ID", Patient_ID) 
 
        Try 
            conn.Open() 
            Dim reader As SqlDataReader = cmd.ExecuteReader() 
 
            Dim tableHtml As String = "" 
            While reader.Read() 
                tableHtml &= "<tr>" 
                tableHtml &= "<td>" + reader("DoctorName") + "</td>" 
                tableHtml &= "<td>" + 
Convert.ToDateTime(reader("Treatment_Start_Date")).ToString("yyyy-MM-dd") + "</td>" 
                tableHtml &= "</tr>" 
            End While 
 
            ' Inject rows into the table body 
            treatmentTableBody.InnerHtml = tableHtml 
        Catch ex As Exception 
            Response.Write("An error occurred while loading treatments. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Private Sub LoadAlerts() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT Name, Status, Type, Message FROM Alert WHERE Device_ID 
IN (SELECT Device_ID FROM Device WHERE Patient_ID = @Patient_ID)", conn) 
        cmd.Parameters.AddWithValue("@Patient_ID", Patient_ID) 
 
        Try 
            conn.Open() 
            Dim reader As SqlDataReader = cmd.ExecuteReader() 
 
            Dim tableHtml As String = "" 
            While reader.Read() 
                tableHtml &= "<tr>" 
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                tableHtml &= "<td>" + reader("Name") + "</td>" 
                tableHtml &= "<td>" + reader("Status") + "</td>" 
                tableHtml &= "<td>" + reader("Type") + "</td>" 
                tableHtml &= "<td>" + reader("Message") + "</td>" 
                tableHtml &= "</tr>" 
            End While 
 
            ' Inject rows into the table body 
            alertTableBody.InnerHtml = tableHtml 
        Catch ex As Exception 
            Response.Write("An error occurred while loading alerts. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Private Sub LoadDevices() 
        Dim conn As New SqlConnection(constr) 
        Dim cmd As New SqlCommand("SELECT Device_Name, Device_Model, Device_Type FROM Device 
WHERE Patient_ID = @Patient_ID", conn) 
        cmd.Parameters.AddWithValue("@Patient_ID", Patient_ID) 
 
        Try 
            conn.Open() 
            Dim reader As SqlDataReader = cmd.ExecuteReader() 
 
            Dim tableHtml As String = "" 
            While reader.Read() 
                tableHtml &= "<tr>" 
                tableHtml &= "<td>" + reader("Device_Name") + "</td>" 
                tableHtml &= "<td>" + reader("Device_Model") + "</td>" 
                tableHtml &= "<td>" + reader("Device_Type") + "</td>" 
                tableHtml &= "</tr>" 
            End While 
 
            ' Inject rows into the table body 
            deviceTableBody.InnerHtml = tableHtml 
        Catch ex As Exception 
            Response.Write("An error occurred while loading devices. Please try again later.") 
        Finally 
            conn.Close() 
        End Try 
    End Sub 
 
    Protected Sub addAlert() 
        Response.Redirect("Create_Alert.aspx") 
    End Sub 
 
    Protected Sub ValidatePatientRole() 
        If String.IsNullOrEmpty(Session("User_ID")) OrElse String.IsNullOrEmpty(Session("Role")) 
OrElse Session("Role").ToString() <> "Patient" Then 
            Server.Transfer("../Default.aspx") 
        End If 
    End Sub 
End Class 
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<%--Patient/Patient_Form.master--%> 
 
<%@ Master Language="VB" AutoEventWireup="false" CodeFile="Patient_Form.master.vb" 
Inherits="PatientMasterPage" %> 
 
<!DOCTYPE html> 
 
<html xmlns="http://www.w3.org/1999/xhtml"> 
<head runat="server"> 
    <asp:ContentPlaceHolder ID="head" runat="server"> 
    </asp:ContentPlaceHolder> 
    <link rel="stylesheet" href="../Styles/site.css" /> 
</head> 
<body> 
    <form id="form1" runat="server"> 
        <div> 
            <ul class="navbar"> 
                <li><a href="Default.aspx">My Details</a></li> 
                <li> 
                    <asp:LinkButton runat="server" OnClick="logout">Logout</asp:LinkButton> 
                </li> 
            </ul> 
 
            <asp:ContentPlaceHolder ID="Content1" runat="server"> 
            </asp:ContentPlaceHolder> 
        </div> 
    </form> 
</body> 
</html> 

 
 
 
 
 
 
'Patient/Patient_Form.master.vb 
Partial Class PatientMasterPage 
    Inherits System.Web.UI.MasterPage 
 
    Protected Sub logout() 
        Session.Remove("User_ID") 
        Response.Redirect("../Default.aspx") 
    End Sub 
End Class 
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/*Styles/site.css*/ 
 
body { 
    margin: 0; 
    padding: 0; 
    font-family: "Segoe UI", Arial, sans-serif; 
    background: #f8f9fa; 
    color: #333; 
} 
 
ul { 
    list-style: none; 
    margin: 0; 
    padding: 0; 
} 
 
.container { 
    max-width: 960px; 
    margin: auto; 
    padding: 1rem; 
} 
 
h2 { 
    margin: 2rem 0 1rem; 
    color: #222; 
} 
 
table.data-table { 
    width: 100%; 
    border-collapse: collapse; 
    border: 1px solid #e1e1e1; 
    margin-bottom: 1.5rem; 
    background: #fff; 
} 
 
table.data-table th, 
table.data-table td { 
    padding: 0.5rem 1rem; 
    border: 1px solid #e1e1e1; 
} 
 
table.data-table th { 
    background: #a4969b; 
    color: #fff; 
    text-align: left; 
} 
 
table.data-table tr:nth-child(even) { 
    background: #f9f9f9; 
} 
 
input, 
select, 
textarea, 
button { 
    font: inherit; 
    box-sizing: border-box; 
} 
 
input, 
select, 
textarea { 
    width: 100%; 
    padding: 0.5rem; 
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    border: 1px solid #ccc; 
    border-radius: 4px; 
    margin-bottom: 1rem; 
} 
 
button, 
.aspNetButton { 
    background: #dbd56e; 
    color: #fff; 
    border: none; 
    padding: 0.5rem 1rem; 
    border-radius: 4px; 
    cursor: pointer; 
} 
 
button:hover, 
.aspNetButton:hover { 
    background: #005a9e; 
} 
 
.navbar { 
    display: flex; 
    justify-content: center; 
    background: #a4969b; 
} 
 
.navbar a, 
.navbar .linkButton { 
    color: #fff; 
    text-decoration: none; 
    padding: 0.75rem 1rem; 
    display: block; 
} 
 
.navbar a:hover, 
.navbar .linkButton:hover { 
    background: #005a9e; 
} 
 
.login-container { 
    max-width: 320px; 
    margin: 5rem auto; 
    padding: 2rem; 
    background: #fff; 
    border-radius: 8px; 
    box-shadow: 0 0 10px rgba(0, 0, 0, 0.1); 
} 
 
.login-container label { 
    display: block; 
    margin-bottom: 0.5rem; 
} 
 
.login-error { 
    color: #d9534f; 
    text-align: center; 
    margin-top: 1rem; 
} 
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<%--Default.aspx--%> 
 
<%@ Page Language="VB" AutoEventWireup="false" CodeFile="Default.aspx.vb" Inherits="_Default" %> 
 
    <!DOCTYPE html> 
 
    <html xmlns="http://www.w3.org/1999/xhtml"> 
 
    <head runat="server"> 
        <title>Remote Patient Monitoring</title> 
        <link rel="stylesheet" href="Styles/site.css" />     
    </head> 
 
    <body> 
        <div class="login-container"> 
            <form id="form1" runat="server"> 
                <h2>Remote Patient Monitoring</h2> 
                <asp:Label runat="server" class="login-label" Text="Username" 
AssociatedControlID="username" /> 
                <input runat="server" id="username" class="login-input" /> 
                <asp:Label runat="server" class="login-label" Text="Password" 
AssociatedControlID="password" /> 
                <input runat="server" id="password" type="password" class="login-input" /> 
                <asp:Button Text="Login" runat="server" ID="loginButton" class="btn aspNetButton" 
/> 
                <div runat="server" id="loginError" class="login-error"></div> 
            </form> 
        </div> 
    </body> 
 
    </html> 
 
 
 
 
 
 
'Default.aspx.vb 
 
Imports System.Data.SqlClient 
 
Partial Class _Default 
    Inherits System.Web.UI.Page 
 
    Private Sub Login(sender As Object, e As EventArgs) Handles loginButton.Click 
        Dim constr As String = 
ConfigurationManager.ConnectionStrings("RemotePatientMonitoringDB").ConnectionString 
        Dim con As New SqlConnection 
        con.ConnectionString = constr 
        Dim cmd As New SqlCommand 
        cmd.Connection = con 
        cmd.Parameters.AddWithValue("@username", username.Value) 
        cmd.Parameters.AddWithValue("@password", password.Value) 
        cmd.CommandText = "SELECT User_ID, Role, Name" 
        cmd.CommandText &= " FROM BaseUser WHERE username=@username AND password=@password" 
 
        Dim dr As SqlDataReader 
        Try 
            con.Open() 
            dr = cmd.ExecuteReader() 
            If dr.HasRows Then 
                dr.Read() 
                Dim role As String = dr("Role").ToString() 
                Dim name As String = dr("Name").ToString() 
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                Dim userId As Int32 = Convert.ToInt32(dr("User_ID")) 
 
                Session("Role") = role 
                Session("User_ID") = userId       ' now stored as Int32 
                Session("Name") = name 
 
                If role = "Admin" Then 
                    Response.Redirect("Admin/Default.aspx") 
                ElseIf role = "Patient" Then 
                    Response.Redirect("Patient/Default.aspx") 
                ElseIf role = "Doctor" Then 
                    Response.Redirect("Doctor/Default.aspx") 
                End If 
            Else 
                loginError.InnerHtml = "<p style='color:red'>Invalid username or password</p>" 
            End If 
        Catch ex As Exception 
            loginError.InnerHtml = "<p style='color:red'>" & ex.Message & "</p>" 
        Finally 
            con.Close() 
            cmd.Dispose() 
        End Try 
    End Sub 
End Class 

 


